HNuadbopManinoHHaA MaMATKA /IS O0yYaIOIUXCA /IS pasMeIlleHUuA Ha
opuUNUATbHBIX HHTEPHET-PECypcax

C kaXXbIM TOZIOM MOJIOZIE?KH B MHTEPHETEe CTAHOBUTCA OOJIbIIIE, a MITKOJIbHUKU OJHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesiell Pynera. Mexy TeM, IOMHUMO OTPOMHOTO KOJITYECTBA
BO3MOJKHOCTeHM, MHTEpPHET HeceT M IpobsieMbl. JTa MaMATKA JO0JDKHA MOMOYb Tebe
6e3011aCHO HAXO/IUTHCS B CETHU.

KoMmnbroTepHbie BUPYyChI

KoMmmploTepHBIF  BUpYyC - 5TO Pa3HOBUHOCTh KOMITBIOTEPHBIX IPOTPAMM,
OTJIMYUTETLHOU O0CODEHHOCTBI0O KOTOPOU fABJISIETCA CHOCOOHOCTh K Pa3MHOXKEHHIO. B
JOTIOJITHEHUE K 3TOMY, BHUPYChl MOTYT HOBPEAUTH WJIU IIOJHOCTBIO YHHUYTOXKUTH BCE
daitiel ¥ AaHHBIE, MOAKOHTPOJIbHBIE II0JH30BATEN0, OT HMMEHU KOTOpPOro ObLia
3amyleHa 3apakeHHas IIPorpaMMa, a TakKKe IOBPEAUTh WM JajKe YHUUTOXKHUTD
OIIEpAallIOHHYI0 CHUCTEMY CO BceMU (QaiylaMu B IeJIOM. B OOJIBIIMHCTBE CIIyyaeB
PacCIpOCTPAHSIOTCA BUPYCHI Yepe3 UHTEPHET.

MeTopp! 3alIUThI OT BPEAOHOCHBIX IIPOTPaAMM:

1. Vcnionip3yii coBpeMeHHbIe OllepalliOHHbIE CUCTEMBbI, UMEIOIUe Cepbe3HbI YPOBEHD
3alUTHI OT BPEIOHOCHBIX IIPOTPaMM;

2. [TocTogHHO ycraHaBauBail madyTu (IUQpPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATUYECKHU
yCTaHABJIMBAIOTCA C IEJbI0 JOPAa0OTKU IPOrpaMMBbI) W JIpyrhue OOHOBJIEHHs CBOEU
omepanuoHHOU cucteMbl. CKauyuBal UX TOJBKO € OUIIMATIBLHOTO caiiTa pa3paboTymka
OC. Ecu cymiecTByeT peXUM aBTOMAaTHUYECKOTO OOHOBJIEHU ST, BKJIFOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE IO/ TPABAMHU II0JIb30BATEJIS, & HE A/IMUHICTPATOPA.
ITO He MO3BOJIUT OOJIBIINHCTBY BPEIOHOCHBIX MMPOTPAaMM HHCTAJIMPOBATHCS HA TBOEM
IIEPCOHATLHOM KOMIIBIOTEPE;

4. Mlcrionib3yii aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOIYKThI U3BECTHBIX ITPOU3BOIUTENEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NIECKUU JOCTYI K KOMIIBIOTEPY /IJIs1 IOCTOPOHHUX JIUII;

6. Vcniosip3yii BHeNIHKE HOCUTeIU NHOpMaLNY, Takue Kak dJienka, JUcK win daii us
WHTEpHEeTA, TOJIbKO U3 IIPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBall KOMObIOTepHBIE (ailIbl, MOJIyYeHHbIE U3 HEHAJ|eKHBIX MCTOUHUKOB.
Haxxe Te (aiiyibl, KOTOpPbIe MPUCIAT TBOM 3HAKOMBIN. JIydllle yTOUHU y HETO, OTIIPABJIA
JIN OH Tebe ux.

Certu WI-FI

Wi-Fi - 3T0 He BUJI Iepeiadyu TAaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIITb OpeH/], Mapka. Eie
B 1901 TOAy HUJepJaHJcKasg KoMHOaHWA 3aperucrpupoBasia Opena "WECA", uro
oboszHauaso cimoBocoueranue "Wireless Fidelity", xoropslii mnepeBoamTCS Kak
"GecrpoBOTHAS TOYHOCTD .

Jlo Hamlero BpeMeHH /OLIa Jipyras abOpeBuaTypa, KOTOpas SBJSETCA TaKOM ke
TexHosiorueil. dto abbpesBuarypa "Wi-Fi". Takoe Ha3zBaHue OBLJIO JJAHO C HAMEKOM Ha
CTaH/ZIAPT BbICIIEN 3BYKOBON TexHuku Hi-Fi, uTro B mepeBojie 03Hauaer "BBICOKAs
TOYHOCTH .



Jla, OecITaTHBIN MHTEPHET-ZIOCTYI B Kade, OTeIAX U adPOIOPTax ABJIAETCS OTIUYHOU
BO3MOXKHOCTBIO BBIXOZJa B UHTepHeT. HO MHOrWMe 3KCOepThl CUYWUTAKOT, YTO
obmenocrymabie Wi-Fi cetu He sBIsIoTCA 6€30IMaCHBIMH.

CoBeThI IO 6€30NMacHOCTH PabdoThHI B O0IETOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBowo JUUHYH HWHoOpManuio depe3d obmenaoctymable Wi-Fi ceTtu.
PaboTas B HUX, JKeJIaTeJIbHO He BBOJIUTH ITAPOJIU JOCTYIIA, IOTHHBI U KAKWe-TO HOMePa;

2. Mcnosnp3yit 1 0OHOBJISIN aHTUBUPYCHBIE TIPOrpaMMbI B Opanamayep. Tem cambIM ThbI
obe3omnacuIb ceds OT 3aKaUYKH BUPyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnonp3oBanum Wi-Fi otximoun ¢yuknuio "O6muit goctyn k daiiam u
npuHTepaMm'. JlaHHad QYHKIUA 3aKpbITa II0 YMOJYAHUIO, OJIHAKO HEKOTOPBIE
MIOJIb30BATEIN AKTUBUPYIOT €€ JIJIA y/100CTBA UCIIOIb30BaHUA B paboTe wiu yuebe;

4. He ucnonpsyit nyoamunsiii WI-FI 114 miepesiaum JIMYHBIX TAaHHBIX, HATIpUMeEp IS
BBIX0/]a B COIIMAJIBHBIE CETH UJIU B 3JIEKTPOHHYIO II0UTY;

5. Ucnonp3yl Tospko 3amuiieHHoe coeuHeHue uepe3 HTTPS, a ue HTTP, T.e. npu
Habope Beb-azpeca BBoaU UMeHHO "https://";

6. B wmobunpHOM TenedoHe otkmoun ¢yHknuo [logkaouenue k- Wi-Fi
aBTomaTuuecku'. He Jiommyckail aBTOMAaTHYECKOTO MOAKIIOUEHUs YCTPOUCTBA K CETSAM
Wi-Fi 6e3 TBoero corsacusi.

ConunajibHBIE CETU

CormuasibHbIE CETH AKTUBHO BXOZAT B HAIILY }KU3Hb, MHOTHE JIIOAY PaOOTAIOT U JKUBYT TaM
IMOCTOSIHHO, a B Facebook yske 3aperucrpupoBaH MUIIHAP/ YEJIOBEK, UTO SIBJISAETCS
OJIHOH CeIbMOM BCEX KHUTeJIeH ITaHeThbl. MHOrme II0J1hb30BaTeIM HE MOHMMAIOT, YTO
nHopManus, pa3MellleHHAass UMU B COIIUAIBHBIX CETAX, MOXKET ObITh HalJieHa u
HCIIOJIb30BaHAa KEM YTO/THO, B TOM YHCJIe He 00s13aTeIbHO ¢ 6J1arnMyu HaMepeHUsIMHU.

OcCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COIIMAJIBHBIX CETAX:

1. OrpaHnYb CHOUCOK Jipy3eil. ¥ TeOs B APy3bsX HE JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuinan CBOI YacTHYIO KU3Hb. He ykaspiBail maposu, TeaedOHBI, agpeca, JaTy
TBOETO POXJEHUA € [APYIYI0 JIMUYHYI0 HHOpMAIUIO. 3JIOYMBIIUIEHHUKA MOTYT
HCHOJIb30BaTh Ja)ke HWHQOpPMAIUI0 O TOM, KaK Thl U TBOW POJAUTENH IJIAHUPYETe
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulo - IEPKHU €€ B UHCTOTE U 3a7[aBail cebe BOIPOC: XOTeJT ObI
TBHI, UTOOBI APYTHE TTOJIH30BATEN BUEJIN, UTO ThI 3arpyskaenib? [logyman, mpex/e yem
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3HUTh;

4. Ecoix ThI TOBOPHUIIIB C JIFOABMU, KOTOPBIX He 3HAEIb, HE HCII0JIb3YU CBOE PeaJIbHOE UM
U IPYTYIO JINUHYI0 H(OPMAIIUU: UMs, MECTO KUTEJIHCTBA, MECTO yueObl U IIpoYee;

5. M36eraii pasmemenus ¢gororpaduii B VIHTEpHETE, I/ie ThI N300pa’keH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPEIETUTH TBOE MECTOIIOJIOKEHUE;

6. ITpu perucrpamnuu B COIMAIBHON CeTH HEOOXOUMO HCII0JIb30BaTh CJI0KHBIE ITaPOJIH,
cocrosye u3 OykB U udp U ¢ KOJIMYEeCTBOM 3HAKOB He MeHee 8;



7. 171 conuaIbHOM CeTH, IMTOYTHI U JPYTUX CAUTOB HEOOXOIMMO HCIIOJI30BaTh Pa3HBIE
maposia. Torga ecau Tebs B3JIOMAOT, TO 3JIOYMBINIJIEHHUKH MIOJIyYaT JOCTYII TOJIBKO K
OTHOMY MECTY, a He BO BCe Cpasy.

AJIEeKTPOHHBIE JeHbI'U

SHeKTpOHHbIe A€HbI'l - 3TO OYE€HDb y&06HbIﬁ crrocob HﬂaTe}KefI, OJHAKO CyIIECTBYIOT
MOII€EHHUKH, KOTOPbIE XOTAT ITOJIYYHUTb 3TU JE€HbI'U.

SJ'IGKTpOHHbIe A€HbI'l IIOABUJIMCb COBCEM HE€JAaBHO M MMEHHO H3-3d 3TOI'O BO MHOTHX
TOCyaapCTBax A0 CHUX IIOP HE IIPOITMCAHO IIPO HUX B 3aKOHAX.

B Poccuu ke oHU PYHKITMOHUPYIOT U O HUX YKe IMPOIIMCAHO B 3aKOHE, T/Ie UX Pa3/EIAI0T
Ha HECKOJIbKO BUJIOB - aHOHUMHBIE U HEe aHOHUMHBIE. Pa3HuIa B TOM, YTO aHOHHUMHBIE -
9TO Te, B KOTOPBIX paspelraeTcsi IPOBOJUTH oOlepanuu 0e3 uaeHTUGUKAIUNH
IIOJIb30BaTe/IA, a B HEAHOHUMHBIX HIAEHTH(UKAIUA II0Jb30BaTeNs SIBJISETCS
00s13aTeJIbHOM.

Taxoke cenyeT pasyinuarh 3J€KTPOHHBIE (HaTHBIE JIEHbIU (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U 5JIEKTPOHHBIE HepuaTHbIE IeHbIU (He paBHBI TOCYIaPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 O€30MacHON paboTe ¢ 3JIEKTPOHHBIMH JIEeHbIaMH:

1. [IpuBsku K cuery MOOWIBHBIN TesieoH. DTO caMblil YAOOHBIA M OBICTPBIN CIIOCOO
BOCCTaHOBUTH JIOCTYII K cueTy. IIpuBsA3aHHBIN TesedhOH TOMOKET, eCJIi 3a0y/elb CBOU
IJIaTEXHBIN TapOoJIb UJIN 3al/ielllb Ha CAWUT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Vcnosp3yii ojiHOpa3oBble maposu. [ocsie mepexo/ia Ha yCHIIEHHYIO aBTOPU3AIUIO Tehe
yKe He Oy/IeT yIrpoKaTh OIMaCHOCTh KPaXKH WJIU IepexBaTa IJIaTeKHOTO apoJis;

3. Boeibepu ciiokHbBIM maposib. [IpecTymmHMKaM OyfeT He MPOCTO yrazjaTh CJIOMKHBIN
napoJsib. HajiesxHble maposy - 3TO MapoJiv, KOTOphle CoZiepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s1 CTPOUHBIE U TPOTIHCHBIE OYKBBI, TGPl K HECKOJIHBKO CUMBOJIOB, TAKHE
KaK 3HaK JioJuiapa, pyHTa, BOCKIUIATeIbHbIN 3HAK U T.II. Hampumep, $tRong!;;

4. He BBOAM cBOU JIMUHBIE TAaHHBIE HA CaﬁTaX, KOTOPBIM HE NOBEPAECIID.



